Recently, there has been growing interest in opportunistically utilizing the 2.4 GHz ISM-band. Numerous spectrum occupancy measurements covering the ISM-band have been performed to analyze the spectrum usage. However, in these campaigns the verification of the correctness of the obtained occupancy values for the highly dynamic ISMband has not been presented. In this paper, we propose and verify channel occupancy rate (COR) estimation utilizing energy detection mechanism with a novel adaptive energy detection threshold setting method. The results are compared with the true reference COR values. Several different types of verification measurements showed that our setup can estimate the COR values of 802.11 traffic well, with negligible overestimation. The results from real-time real-life measurements also confirm that the proposed adaptive threshold setting method enables accurate thresholds even in the situations where multiple interferers are present in the received signal.
Introduction
In energy detection (ED), the received energy (power) is measured in a channel and compared to a threshold γ to assess if signal(s) are present or if only noise was received [1] . Spaulding and Hagn [2] defined spectrum occupancy for ED as the fraction of the measurement time that the detected power P in a channel exceeds a threshold level. Spectrum occupancy measurements are important to verify the availability of the white space for a cognitive radio system and they are also important for radio regulators to see the effectiveness of the frequency allocations. The important issues in these measurements are noise uncertainty, resistance to outliers and sensitivity.
Spectrum occupancy measurements have been performed, e.g., in [3] - [8] . One of the bands of interest for occupancy measurements is the 2.400-2.500 GHz Industrial, Scientific and Medical (ISM) band [3] . In this band, several systems exist such as the popular 802.11 Wireless Local Area Network (WLAN) networks and Bluetooth. There can also be microwave ovens causing interference. Most of the previous measurements have measured a much broader bandwidth and the ISM-band has been just one of the frequency bands swept over [4] . In [5] , extensive spectrum measurements in the ISM-band were performed in an office environment and statistical characterization of spectrum utilization was done. Directional spectrum occupancy measurements in the ISM-band have been performed in [6] and it was found that there can be significant differences between different directions. The ED is easy to implement and it can make detection decision even in a short time. However, the noise uncertainty can be a significant problem with the ED [9] . It may even lead to a phenomena called "SNR wall", where noise uncertainty prevents detection of weak signals [10] . Reasons for the noise uncertainty include thermal noise level changes due to variable temperature and ambient noise (due to atmospheric noise, galactic noise and man-made noise among others). The man-made noise is caused, for example, by unintended radiation from electrical machinery, electrical and electronic equipment and power transmission lines. The power level of this man-made noise varies with the time of day, polarization and frequency. A variable level of ambient noise has been observed even at 4 GHz [8] .
Using adaptive approaches for threshold setting in ED leads to more robustness against the fluctuation of noise floor compared to the typical ED approach with a fixed threshold. In [11] , adaptive threshold was found using a two-step process. First, a reference set was formed from some of the previously received energy values in different channels and/or time intervals. As there is no guarantee that all of the received energy values are due to only noise, censoring techniques (such as order statistics or the blind and iterative forward consecutive mean excision (FCME) algorithm) were used to remove the corrupted energy values (containing also signal components). The found supposedly signal-free energy values were used to calculate the detection threshold. In [12] , a longer term background process was used to identify frequency bands where only noise is present and the noise variance is estimated from these bands. In [13] , the FCME algorithm [14] was used for adaptive threshold setting. Although being effective and computationally simple, a problem with the FCME algorithm is that sometimes it can give too large thresholds.
The true channel occupancy rate (COR) for WLAN traffic can be defined to be the actual time domain occupancy. Most of the previous measurements have used stanCopyright c 2012 The Institute of Electronics, Information and Communication Engineers dard spectrum analyzers. Our own experiments with a standard spectrum analyzer (Agilent E4446A) showed that a significant COR bias can be caused, e.g., by parameters related to successive sweep averaging and sweep time. Since in the previous measurements verification of the used spectrum analyzer parameters for the 2.45 GHz ISM-band has not been presented, it is uncertain how accurate the estimated occupancies are.
In addition to measurement campaigns in the ISMband, accurate WLAN COR estimation is needed by cognitive radio networks that can protect other 802.11 users, considered as primary users, by adaptively changing their minimum contention window size according to the COR of the incumbent user(s) [15] .
In this paper, we apply ED with adaptive thresholding and verify by measurements the COR estimation accuracy for 802.11 traffic. Our main contributions are that:
1. We propose and apply an improvement to the FCME called median (MED) FCME algorithm. The MED-FCME enables accurate noise floor estimation with significantly improved robustness against large outliers. The resistance to outliers is very important in real-life measurements (where we do not control the use of the radio spectrum) as otherwise incorrect results can be obtained due to too large threshold. This method is generic and not limited to the ISM-band. 2. We verify the validity of our FFT-based frequency sweeping ED setup for WLAN COR measurements by comparing results with the reference (true) COR information. This has not been presented earlier. In fact, we noticed overestimation with averaging, so we turned averaging off. 3. We also measure COR by a WLAN card in the monitor mode, where the card will receive all WLAN packets. The results showed that COR estimates by our flexible ED setup were more accurate than WLAN card (which could be considered as a primary receiver) based COR estimates when the signal strength was low.
Measurement Setup
We consider the following measurement approaches;
1. 802.11 WLAN card in the monitor mode, 2. ED with fixed threshold and frequency sweeping, 3. ED with FCME for adaptive threshold setting and frequency sweeping, 4. ED with MED-FCME for adaptive threshold setting with median filtering and frequency sweeping.
There are total of fourteen overlapping WLAN channels each with 22 MHz channel bandwidth in the 2.4 GHz ISM-band. The approach #1 is only valid in the specific channel where the WLAN card is tuned to, and only for WLAN signals. Approach #1 can be used to assess performance of a WLAN card for receiving WLAN packets. The approaches #2-#4 employ frequency sweeping to cover the whole 100 MHz ISM-band and they can detect all kinds of signals (e.g. Bluetooth). The used resolution bandwidth (RBW) sets some limits on the resolvable signals. However, in principle, there are no limitations on the bandwidths of the signals to be detected.
The approach #2 requires manual work to set the noise level and has validity only if the actual noise floor is invariant. The FCME algorithm is used for the threshold setting in the approach #3 and this adaptive approach has robustness for noise floor fluctuation (e.g. when temperature is changing). The aim of our proposed median filtering in the approach #4 is to have more robustness against outliers and to reduce variance of noise floor estimation. The rationale for the approach #4 is that the noise floor is usually static at least for a few minutes [16] so it is not needed to form an independent noise floor estimate in every frequency sweep.
Energy Detection
The ED setups for approaches #2 -#4 and the used parameters are listed in Table 1 and the measurement process is illustrated in Fig. 1 . Due to a high frequency sweep rate of the Agilent RF sensor, the revisit time between measurements in the same bin was just ∼20 ms; so that there are less gaps between the measurements in the same bin as com- Mini-Circuits ZRL-3500 FCME parameter T CME = 4.6052 MED-FCME filtering length M = 3000 (around one minute) Record duration pared many of the previous measurement campaigns. Since we noticed that even root-mean-square (RMS) averaging of two samples caused COR overestimation with our FFT (Fast Fourier Transform) based RF sensor, we did not use averaging. Thus, the frequency domain samples in the noise-only case follow the (scaled) chi-squared distribution with two degrees of freedom or equivalently the exponential distribution [17] . We define a record to have duration of T = 200 sweeps over the whole ISM-band. Detection threshold 10 dB above the noise floor (NF) was used, i.e.,
where NF i is the noise floor estimate for the sweep within a record with index i and γ i the threshold for the sweep with index i. This is a rather sensitive threshold, for example the Fluke Networks AnalyzeAir Wi-Fi Spectrum Analyzer uses a threshold 20 dB above the noise floor for duty cycle measurements. In [5] , the ED measurements had L = 8 degrees of freedom corresponding to two times the time-bandwidth product. Because one benefit of averaging is reduced output variance, they could use as a threshold a value just 6 dB above the noise power.
The measurement process is illustrated in Fig. 2 , showing one record from a measurement performed close to the Rotuaari shopping street in the Oulu city centre. The received frequency domain power for a record P 
where k is the record index, i = 1, 2, · · · , T is the sweep index, and c = 1, 2, · · · , 916 is the frequency bin index. An example of the power data for one record is shown in Fig. 2 a) and an example of the corresponding binary data is shown in Fig. 2 b) . The estimated occupancy value S k c for a given frequency bin c was found by calculating the number of times that the received signal power exceeded the detection threshold (number of ones in the binary data), divided by the total number of sweeps in the record, i.e.,
An example of the per-bin occupancy data S k c is shown in Fig. 2 c) . These processes were implemented in real-time with a program made with the C programming language. The sweep speed did not have to be reduced due to storage issues since with real-time processing the raw frequency domain data P k i,c does not need to be saved. Instead, the full binary data D k i,c for each sweep, frequency bin, and record was recorded with run-length encoding (RLE) compression in a bit-packed format. Due to these, one week measurements with around 20 billion data points were possible.
Since each WLAN channel has a nominal bandwidth of around 22 MHz, the number of frequency bins inside each WLAN channel c2 − c1 + 1 =∼201. The per-bin occupancy values corresponding a frequency subband can be combined with averaging [18] and we refer to this as AV (Average)-combining. However, we use instead the maximum of the per-bin occupancy estimates (MAX-combining), i.e., the COR L k s corresponding to the WLAN channel s is given by
where is s = 1, 2, · · · , 14 is the WLAN channel number and the c1 and c2 are the first and the last frequency bins inside the WLAN channel s, respectively. The rationale for using the MAX-rule is that even if a part of the channel is occupied, the channel should be counted as occupied for opportunistic radio use (since otherwise we may harm the other users). Also, the MAX-rule could achieve frequency domain diversity gain so that a few channel nulls caused by multipath do not significantly affect the estimation. In addition, when using the MAX-rule it is not required to assess signal's sidelobe widths; with AV-rule including the (possibly weak) sidelobes may cause underestimation. Figure 3 shows a sample COR result from energy detection for WLAN channel 13 over a time period of around 26 minutes (400 records). The records were measured continuously, without time gaps between successive records. The measurement was performed in an anechoic chamber and the reference occupancy was stepped from 10 percent to 90 percent. The accuracy of the MAX-combining of frequency bins inside the studied WLAN channel can be confirmed. For details about the measurement arrangement, see Sect. 6. The reference occupancy refers to the true COR (taking into account the preamble duration, packet size and the data rate used to transmit the packet) and it was controlled by signal generator parameters. Let us denote the signal generator output power with β. In this sample result, the signal generator output power was set to β = 0 dBm.
Since the occupancy estimates are saved per-record, it is possible to combine by averaging in post-processing perbin occupancy estimates S k c or CORs L k s from K records (e.g. records k from k 1 to k 2 with K = k 2 − k 1 + 1) to form also estimates (in addition to the per-record ones) with less variability and higher resolution (but also with less dynamicity). The number of records K needed to be combined for a given accuracy level can be estimated from [2] , for both independent and dependent sampling.
Packet Analyzer
As a measurement reference/primary user receiver we used a Linux laptop with external D-Link DWL-AG650 802.11a/b/g Wireless Cardbus Adapter. We also used a modified D-Link DWL-AG650 card with antenna connector. The card was set to the monitor mode. The monitor mode allows all traffic of the studied wireless channel to be captured and monitored. A modified Wireshark network protocol analyzer was used to record the occupancy information, taking into account the factors affecting the occupancy (such as the preamble). Time resolution of 1 second was used for recording the obtained occupancy values. Figure 4 shows a sample result of the CORs from the packet analyzer. Sometimes the packet analyzer failed to receive all packets after 70 percent reference occupancy. However, since our verification measurements used smaller occupancy values (20 and 40 percent), this did not affect them. 
Noise Floor Estimation
For many cases, practical noise floor estimation should be based on the actual received samples. With this approach, noise floor estimation can be done simultaneously with the actual measurements. However, the significant problem with this approach is that it is difficult to find which of the received samples correspond to just noise (the samples we want to locate) and which samples have also signal components (undesired samples). This is important as if the set from which we estimate the noise floor from has signal components, the estimated noise floor can be significantly too large even due to one very high power signal sample.
FCME
The FCME algorithm [14] is a multipurpose iterative method that can be used for finding which of the received samples correspond to just noise. The details of the FCME will not be explained here but we briefly explain the outline of the FCME. The FCME first rearranges the frequency domain samples (that are in linear scale) in an ascending order according to their energies. After that, the FCME algorithm calculates mean of a small initial set which is assumed to be free of interference. The larger the initial set, the simpler the algorithm is because less iterations are needed. However, the possibility that the initial set is not clean increases. On the other hand, the smaller the initial set is, the higher the possibility that the initial threshold is too small. In that case, it may be possible that the algorithm does not converge at all. Usually, the size of the initial set is 10% of all the samples. The threshold is the mean multiplied with the threshold parameter T CME . The value of the threshold parameter is calculated based on the desired clean sample rejection rate (CSRR) in the noise-only case. Basically, the CSRR means how many clean (noise-only) samples are (on average) wrongly classified by the FCME as outliers having signal components. Commonly used values are T CME = 4.6052, 6.9078 and 9.2103 [17] . The new value for mean is calculated from the samples below the threshold. The FCME algorithm iteratively calculates a new value for mean and a new threshold until there are no new samples below the threshold. The FCME algorithm does not require known vacant channels. Drawback of this approach is that if there are not enough noise-only samples in the current set of samples (such as the frequency domain samples from the studied band from the current frequency sweep), the noise floor estimation will be too high, even by a large amount.
MED-FCME
The proposed improvement to the FCME algorithm called MED-FCME uses a median filter on the previous noise floor estimates from the FCME algorithm. Let us denote the sorted (in ascending order) FCME noise floor estimates from the last M sweeps (including the current sweep with index i) with b k , where k = 1, 2, · · · , M. Assuming even M, the median of these estimates, i.e., the MED-FCME noise floor estimate, is given by
Although this concept is a very simple modification to the FCME, it can significantly improve noise floor estimation accuracy. It is obvious that by using median filtering, the variability of the estimates is reduced (Benefit 1). As the FCME algorithm is mainly a narrowband signal detection/excision method, it can catastrophically fail when a significant portion of the studied band is currently occupied by signal(s). However, the median will not fail when some of the FCME noise floor estimates it is based on are too large (Benefit 2). This is because the median is a robust measure with 50% breakdown point. This mean that the proportion of incorrect observations can be even 50% before complete failure. If standard averaging would be used, even much smaller proportion of incorrect observations can lead to failure. It could be said the proposal can take advantage of not only signal-free areas in frequency (as the FCME algorithm) but also signal-free time intervals. For example, packet based transmissions, even if wide-band, usually have gaps between the packets. Specially, in the CSMA/CA based WLAN, there could be noise free samples intermittently because of Inter Frame Spacing (IFS) or back-off time. In this case, the MED-FCME algorithm can estimate the noise floor from the time intervals between packets. Both the MED-FCME and FCME algorithms can handle even continuous narrowband signals. The boundary issues when the median filtering is applied to FCME are dealt with by using the conventional FCME thresholds in the first M sweeps.
Analysis in the Noise-Only Case
The used T CME = 4.6052 corresponds to target CSRR = 1% [17] so that one out of hundred clean (noise-only) samples are rejected as outliers. However, from [19] the actual obtained CSRR is approximately CSRR = 1.3% (this was also verified by simulations). The exact number of rejected samples in any given sweep is random. However, let us approximate the FCME as always censoring CSRR * N largest samples (since the FCME performs ordering of the samples). The average bias in the estimated noise floor with r censored clean samples can be obtained by using the theory for the weighted sum of order statistics of exponential random variables [20] . By using this average bias and the target threshold (10 dB above the estimated noise floor), we can estimate the obtained per-bin false alarm probability P FA .
The per-bin false alarms cause a bias level in the final COR estimates L k s since due them the estimation output will be non-zero. The average value of this bias level in COR estimates due to false alarms can be obtained by using the theory of order statistics of binomial populations [21] . From the above considerations, the average theoretical COR bias φ is obtained as
where r = CSRR * N , F(x, T, p) is the binomial cumulative distribution function with T trials and success probability p. The above result is an approximation since the median filtering does not exactly correspond to averaging. By using c2 − c1 + 1 = 201 (the number of bins in a WLAN channel), CSRR = 1.3%, T = 200, and N = 916, results into φ = 0.493% (theory). The average COR-bias with MED-FCME based on 193200 CORs was φ = 0.489% (measurement).
Cable Measurements
The purpose of the cable measurements was to verify and to find the sensitivity values of the ED and packet analyzer systems in the case where signal is fed directly to the input. The results shown are averages from the records during which the reference COR and β were kept the same (around 2 minutes, i.e., K = 30 records).
Arrangement
The signal was generated with Agilent E4438C ESG Vector Signal Generator and the Agilent Signal Studio software for WLAN. Different reference occupancy levels were obtained by changing the idle time between packets. The signal was transmitted using a short cable to the filter input of energy detection system or to the external antenna connector of the WLAN card. Due to the short high-quality cable, the received signal powers (denoted with α) were practically equal to the signal generator's output power, so that α = β.
Results
The results in Fig. 5 show that when the signal power from the signal generator was β = −70 dBm or more, the estimated occupancy values were almost exactly the real values for both the energy detection and the packet analyzer. When β = −77 dBm, the signal was still found but the estimated occupancy values were now around 85-90 percent of the real values for the ED and around 58 percent of the real value for the WLAN card. With β = −80 dBm, packet analyzer failed to receive the packets (only 8 percent of them were received). The estimated occupancy values by ED were still more than 70 percent of the real values. When the signal power was further reduced by using β = −85 dBm, the estimated occupancy values by energy detection also degraded and were less than 40 percent of the real values. Energy detection failed to find the signal with β = −90 dBm as occupancies were 10 percent or less as compared to the real values. The gain from ED compared to the WLAN card did not come from false alarms. Based on above, we may call −77 dBm (or −75 dBm) the sensitivity of the WLAN card and −80 dBm the sensitivity of the ED system, when antenna gains are not included.
Anechoic Chamber Measurements
The purpose of the anechoic chamber measurements was to further verify the ED system in a more realistic case. Also, we compared the whole ED system to the whole WLAN card based system, including antenna gains. The results shown are averages from the records during which the refer- ence COR and β were kept the same (around 2 minutes, i.e., K = 30 records).
Arrangement
The anechoic chamber of the University of Oulu was used to carry out the measurements. The chamber has frequency range of 30 MHz to 20 GHz and it is 11 m long, 6.5 m wide, and 5.5 m high. The same arrangement as with the cable measurements was used except that a transmit antenna was used instead of a cable and the receivers used their antennas to receive the signal. The cable loss from the signal generator to the transmit antenna was measured to be 10 dB. The high loss value was due to a long cable length between the antenna and the signal generator. The distances from the transmit antenna to both the 802.11 card used for reference (its internal antenna was used) and the antenna of the energy detector were both 3.6 meters, so the free space path loss formula gives 51.4 dB.
Results
For signal generator output power β = 0 dBm (−10 dBm at the transmit antenna input), the received power α at the Agilent RF Sensor was −62 dBm, so the combined loss including antennas from the signal generator to ED was around 62 dB, which agrees relatively well with the calculated free space attenuation of 51.4 dB combined with the cable loss of 10 dB. Thus, for the ED system α ∼ β − 62 dBm.
The results for the energy detector in Fig. 6 show that when β = −10 dBm or more so that received signal power α = −72 dBm or more, the estimated occupancy values were almost exactly the true values. With β = −20 dBm (received power α = −82 dBm), the signal was still found but the estimated occupancy values were now around 65 percent of the real values. When β was further reduced to −25 dBm so that α = −87 dBm, the estimated occupancy values were only 20 percent of the real values. Energy detection failed to find the signal when β = −30 dBm (received power α = −92 dBm) or less. These results agree well with the cable measurements. The combined loss to the WLAN card was much higher than for the ED, around 76 dB. For optimized orientation, we managed to reduce the loss to 67 dB. This is still 5 dB higher loss than with the ED system.
Corridor Measurements
The purpose of the corridor measurements was to verify the estimation performance in the presence of a real WLAN traffic including acknowledgment (ACK) packets and Carrier Sense Multiple Access With Collision Avoidance (CSMA/CA). Another purpose was to compare noise floor estimation accuracy of the FCME and MED-FCME approaches.
Noise Floor Estimation

Arrangement
We performed a separate corridor measurement where we generated a significant WLAN activity on two WLAN channels. These WLAN signals act as interfering signals to the noise floor estimation, to test the robustness of the estimation. At around record index k = 50, we switched off the transmitters to get only noise. In this particular measurement, we focused on the first half of the ISM-band to get higher relative occupancies. This measurement used slightly different parameters as compared to the other measurements, so the noise floor level was somewhat higher. However, this does not affect the validity of the comparison between the FCME and MED-FCME.
Results
Although the situation was challenging, the results in Fig. 7 show that the MED-FCME could still estimate the noise floor with enough accuracy as compared to the true noise floor value of ∼ −89 dBm. The reduction in variability due to MED-FCME (Benefit 1) and the outlier resistance due to MED-FCME (Benefit 2) can be clearly seen in the record indices 1 < k < 50. Even after the transmitters were switched off (k > 50), the Benefit 1 is still significant.
COR Estimation
Arrangement
The corridor measurements were performed in a standard office environment in the University of Oulu. The signal was generated with a transmitter-receiver pair composed of a laptop and Linksys WRT54G access point. Traffic was generated using the Bwping program. The target occupancy The FCME and MED-FCME algorithms, 2400-2450 MHz band (half of the ISM-band), T CME = 4.6052, 916 frequency bins. was approximately obtained by controlling the Bwping parameters. The measurement was performed in the evening, so there was not much other traffic present. The transmitterreceiver pair was moved to different measurement points further away from the fixed location of the ED and the packet measurement laptop using WLAN card in a office room (with door closed). Figure 8 shows the estimated COR as a function of time for the measurement performed just 16.6 meters away from the sensors in the office room, i.e., signal strength was high. It can be seen that the per-record estimates by ED (before combining several records) have a higher variance, due to each occupancy value shown being based on T = 200 measurements for each 3.9 s record. The WLAN card is con- tinuously receiving in the studied channel. However, if the sweeping would not be employed in the ED system, variance for the same measurement period would be much less since then it is possible to get more measurements from the studied channel in the same time (3.9 s). Also, even with the WLAN card, the variance increased significantly when the reference COR was increased from 20 percent to 40 percent.
Results
The record averaged results in Fig. 9 show that also in this case with a real transmitter-receiver pair, the ED had a superior COR estimation performance. Both ED and WLAN card could estimate the COR well when the distance was less than d < 20 m. After that point, there was a thick door and wall and so the estimation performances were reduced. However, even with 40 meters separation (including several thick walls and doors) between the transmitterreceiver pair and the ED antenna, the estimated COR was still roughly half of the true value. At this point, the WLAN card COR was only ∼ 25% of the true COR. Some variability can be seen in the results for the WLAN card, likely due to the antenna orientation issues and/or local shadowing.
City-Center Measurements
The purpose of the city-center measurements was to verify the noise floor estimation accuracy of the MED-FCME in a real situation.
Arrangement
One real-life week measurement was performed close to the Rotuaari shopping street in the Oulu city centre in June 2011. The results shown in Fig. 2 correspond to one particular record from this measurement. Figure 10 shows the distribution of the noise floor estimates with both the conventional FCME and the proposed MED-FCME. The maximum estimation error with the MED-FCME was 1 dB as the real noise floor measured without antenna connected was ∼ −91.5 dBm. Instead, the estimation error with the FCME ranged from −1 to 4 dB. Both underestimation and overestimation of the noise floor can cause problems. The MED-FCME did not underestimate.
Results
Conclusions
A flexible FFT-based frequency sweeping energy detection setup for ISM band COR measurements was introduced. Also, a blind and effective noise floor estimation method based on the FCME algorithm was proposed. The proposed method is based on utilizing the already received frequency domain samples so that no dedicated time periods are needed in the measurements to estimate the noise floor. The measurement results showed that the proposal yields significantly improved performance as compared to the baseline FCME algorithm. Several different kind of measurements verified that the utilized energy detection system (with the proposed adaptive threshold setting) can estimate the channel occupancy rates (CORs) with high accuracy. The sensitivity of the introduced setup was exceeding the performance of a WLAN card based system. Due to the full coverage frequency sweeping of the ISM-band in the ED system, the resultant variance was found to be slightly higher compared to the WLAN card based system where only fraction of the whole ISM-band could be monitored simultaneously. The results indicate that the proposed system and methodology can be used for efficient frequency band occupancy monitoring in the future cognitive radio systems.
